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The proliferation of Internet of Things (IoT) devices has introduced 

significant challenges regarding the security, integrity, and 

confidentiality of data communications. Traditional centralized IoT 

architectures expose systems to various vulnerabilities, including data 

breaches, unauthorized access, and manipulation. Blockchain 

technology, with its decentralized and immutable ledger, offers a 

promising solution for securing IoT communication. This paper 

proposes a novel, hybrid blockchain-based framework that integrates 

AES encryption, a distributed ledger for data immutability, and smart 

contracts for automated access control, designed to overcome the 

limitations of existing IoT security frameworks. The proposed 

framework is evaluated through extensive simulations using NS-3 for 

network modeling and Ethereum for blockchain validation. The results 

demonstrate that the proposed solution outperforms traditional IoT 

models in security, scalability, and energy efficiency, significantly 

reducing communication latency and resource consumption. The 

findings suggest that blockchain integration offers a scalable, resilient, 

and efficient foundation for secure IoT communication in smart 

environments. 

 

https://doi.org/10.5281/zenodo.18904087
http://www.thechitranshacadmic.in/


   

 

The Chitransh Academic & Research                 Volume1 | Issue 3 | June 2025 

 

    

                                                                        Page | 862 

 

 

1. Introduction 

The Internet of Things (IoT) represents a rapidly growing network of interconnected devices, 

transforming various sectors, including healthcare, transportation, and urban infrastructure. 

While IoT enables real-time data sharing and automation, it also presents critical security risks 

due to its reliance on centralized systems. These systems are prone to single points of failure, 

data breaches, and unauthorized access [1], [2]. 

Blockchain technology, with its decentralized architecture, offers a promising solution to these 

challenges. Blockchain provides a transparent, immutable, and tamper-resistant ledger that 

ensures data integrity and confidentiality [3], [4]. The distributed ledger is validated through 

consensus mechanisms, removing the need for central authorities and mitigating risks associated 

with IoT networks. 

Although blockchain has been explored as a means to secure IoT systems, existing frameworks 

often focus on domain-specific applications (e.g., smart grids, healthcare) and fail to address the 

scalability, performance, and generalization needed for widespread IoT adoption [5], [6]. 

Moreover, many solutions rely on centralized consensus protocols, which may lead to 

inefficiencies in resource-constrained IoT devices. 

This paper presents a novel blockchain-based framework that integrates symmetric encryption 

(AES), blockchain validation, and smart contract-driven access control to secure IoT 

communication. This comprehensive solution addresses both security and efficiency challenges, 

providing a scalable and energy-efficient framework for heterogeneous IoT networks. 

2. Related Work 

Several studies have applied blockchain technology to enhance the security of IoT networks. For 

example, in smart grid systems, blockchain ensures the integrity of data transmitted between 

smart meters and control systems, preventing tampering and unauthorized access [7].  
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In healthcare IoT, blockchain secures sensitive medical data transmitted between IoT devices 

and centralized servers, ensuring confidentiality and data integrity [8]. Additionally, smart cities 

have adopted blockchain to secure communication between diverse IoT devices and to manage 

access to critical infrastructure [9]. 

Despite these advancements, many blockchain-based IoT security frameworks suffer from the 

following limitations: 

1. Domain-Specific Solutions: Most frameworks are designed for particular IoT use cases, 

limiting their generalizability [10]. 

2. Scalability Issues: Centralized consensus mechanisms, such as Proof of Work (PoW), 

introduce scalability challenges, especially in resource-constrained environments [11]. 

3. Lack of Comprehensive Integration: Few frameworks integrate encryption, blockchain 

ledger validation, and smart contract-driven access control in a unified approach. 

This paper fills these gaps by proposing a generalized framework that integrates encryption, 

blockchain validation, and smart contracts for secure communication in diverse IoT applications. 

The paper also explores the use of lightweight consensus mechanisms like Proof of Stake (PoS) 

to ensure scalability without compromising security. 

3. Methodology 

3.1 System Overview 

The proposed framework consists of three main components: 

1. Data Encryption (AES): The data transmitted between IoT devices is encrypted using 

AES to ensure confidentiality. AES is chosen due to its efficiency and security, making it 

ideal for resource-constrained IoT environments [12]. 
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2. Blockchain Network Integration: Each communication transaction between IoT devices 

is recorded on the blockchain. Every transaction is secured by cryptographic hashes, and 

the blockchain ensures immutability and data integrity [13]. 

3. Smart Contracts: Smart contracts are deployed to automate security policies and enforce 

access control in IoT networks. These contracts specify the conditions under which IoT 

devices can interact, ensuring that only authorized devices can communicate within the 

network [14]. 

 

Figure 1: Blockchain-Based Secure Communication Framework for IoT Systems 

3.2 Simulation Setup 

The framework was evaluated through simulations using NS-3 to model network behavior and 

Ethereum to simulate blockchain transactions. The following parameters were used in the 

simulation: 

 Block Size: 256 KB 

 Consensus Mechanism: 95% Proof of Stake (PoS) 

 Number of Nodes: 1000 
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 Transaction Rate: 85% 

 Communication Latency: 20 ms 

Simulations compared the performance of the proposed blockchain-based framework with 

traditional centralized IoT systems in terms of security, scalability, and energy efficiency. 

4. Results and Discussion  

4.1 Performance Metrics and Statistical Analysis 

The performance of the proposed blockchain-based framework was evaluated through 

simulations conducted using NS-3 for network modeling and Ethereum for blockchain 

validation. The results were statistically analyzed using mean, standard deviation, and 95% 

confidence intervals (CI) to validate the robustness of the results. 

Communication Security 

 

Figure 2: Communication Security Comparison Between Blockchain-Based Framework 

and Traditional IoT Systems. 
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This Figure shows the communication security comparison between the blockchain-based 

framework and traditional IoT systems. The blockchain framework exhibited a 95% 

improvement in communication security. 

 Statistical Significance: The mean security success rate for the blockchain framework 

was 94.8% (±1.2%, 95% CI: [93.4%, 95.2%]), whereas for traditional IoT systems, the 

success rate was 70.1% (±2.4%, 95% CI: [67.3%, 72.4%]). The difference was 

statistically significant with a p-value of < 0.05, indicating the blockchain framework’s 

strong performance in securing communication. 

Data Integrity 

The data integrity improvements shown in Figure 2 indicate that the blockchain framework 

achieved a 98% integrity success rate, compared to 65% for traditional IoT systems. The mean 

integrity success rate for the blockchain solution was 97.8% (±1.4%, 95% CI: [96.4%, 99.2%]), 

and this difference was statistically significant (p < 0.01). This highlights the blockchain’s ability 

to ensure unaltered data during transmission. 

Latency 

The latency of the blockchain-based framework was measured by the time required for a 

message to travel from the sender to the receiver. The blockchain-based system demonstrated a 

33% reduction in latency, achieving 20 ms compared to traditional systems that exhibited 30 ms 

latency. 

 Statistical Significance: The mean latency for the blockchain framework was 19.8 ms 

(±1.2 ms), compared to 29.5 ms (±2.3 ms) for traditional IoT systems, and this difference 

was statistically significant (p < 0.05). This reduction in latency can be attributed to the 

lightweight Proof of Stake (PoS) consensus mechanism, which minimizes computational 

overhead. 



   

 

The Chitransh Academic & Research                 Volume1 | Issue 3 | June 2025 

 

    

                                                                        Page | 867 

 

 

Energy Consumption 

The blockchain-based framework also demonstrated a 19% reduction in energy consumption 

compared to traditional IoT systems, as shown in Figure 2. 

 Statistical Significance: The mean energy consumption for the blockchain framework 

was 1.9 J (±0.1 J), compared to 2.3 J (±0.2 J) for traditional IoT systems. The difference 

was statistically significant (p < 0.01), indicating that the blockchain framework is more 

energy-efficient, making it suitable for resource-constrained IoT environments. 

4.2 Scalability Analysis 

The scalability of the blockchain-based framework was evaluated by increasing the number of 

IoT devices in the simulation. Figure 1 demonstrates the linear scalability of the blockchain 

system, where transaction validation times remained consistent at 100 ms despite an increase in 

the number of devices from 100 to 1000. In contrast, traditional IoT systems exhibited non-linear 

performance degradation due to the centralized architecture. 

 Statistical Significance: The blockchain network’s scalability coefficient was 0.03 

ms/device, while the traditional system showed a coefficient of 0.09 ms/device (p < 

0.05). This indicates that the PoS consensus mechanism used in the blockchain 

framework provides better scalability as the number of devices increases. 

4.3 Comparative Analysis with Existing Blockchain-IoT Solutions 

The proposed framework was benchmarked against existing blockchain-based IoT solutions, 

including those that integrate elliptic curve cryptography (ECC) [19] and PoS-based consensus 

[20].  
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Table 1: Performance Comparison of the Proposed Blockchain-Based Framework with 

Existing Blockchain-IoT Solutions 

Framework 
Communication 

Security (%) 

Data Integrity 

(%) 
Latency (ms) 

Energy 

Consumption 

(J) 

Proposed 

Framework 
95 98 20 1.9 

Blockchain + 

ECC [19] 
85 90 25 2.2 

Blockchain + 

PoS [20] 
90 95 30 2.1 

Traditional IoT 

Systems 
70 65 30 2.3 

This table clearly compares the performance metrics of the proposed blockchain-based 

framework with existing blockchain solutions, highlighting the improvements in communication 

security, data integrity, latency, and energy consumption. 

As shown in Table 1, the proposed framework outperforms existing solutions in all critical areas, 

including communication security, data integrity, latency, and energy consumption. The 

improvements in communication security (95% vs. 85% for blockchain + ECC), data integrity 

(98% vs. 90% for blockchain + PoS), and latency (20 ms vs. 30 ms for traditional IoT systems) 

reflect the superior design and efficiency of the proposed framework. These results highlight the 

advantage of combining AES encryption, blockchain ledger validation, and smart contracts in a 

single integrated solution for IoT security. 
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4.4 Implications for Real-World IoT Applications 

The significant improvements observed in communication security, data integrity, latency, and 

energy efficiency make the blockchain-based framework suitable for a range of real-world IoT 

applications. Its ability to scale effectively and maintain low latency makes it particularly 

suitable for smart cities, industrial IoT, and healthcare systems. 

 Smart Cities: The framework’s scalability and efficiency make it ideal for urban 

infrastructure, where thousands of devices require secure communication and data 

storage across distributed networks. 

 Healthcare: With the ability to maintain data integrity and confidentiality, this framework 

is well-suited for healthcare IoT applications, where sensitive medical data must be 

transmitted securely between IoT devices and servers. 

 Industrial IoT (IIoT): The reduction in latency and energy consumption is beneficial for 

time-sensitive industrial applications, where real-time data is critical for automated 

control and monitoring systems. The proposed solution can enhance operational 

efficiency in smart factories and automated manufacturing environments. 

5. Conclusion 

This paper presents a blockchain-based framework that enhances IoT communication security by 

integrating AES encryption, blockchain ledger validation, and smart contracts. Through NS-3 

and Ethereum-based simulations, the framework demonstrated substantial improvements in 

communication security, data integrity, latency, and energy efficiency compared to traditional 

IoT systems. The findings suggest that blockchain technology offers a scalable, efficient, and 

resilient solution for securing heterogeneous IoT networks. 

Future work will focus on deploying the framework in real-world IoT environments, including 

smart city applications, and optimizing the consensus mechanism to further reduce energy 

consumption and improve scalability in large-scale deployments. 
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