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ABSTRACT

Security issues, such as the rise of zero-day malware that may bypass
conventional detection methods, have become more pressing as the
Android ecosystem has grown at a rapid pace. A thorough framework
for detecting known and unknown zero-day malware in Android
applications is presented in this paper, which is based on machine
learning. A hybrid feature set was used to analyze a dataset of 1,500
apps. This set includes both static properties, such as permission usage
and suspicious API calls, and dynamic behavioral indicators, such as
system call bursts, CPU spike ratios, network requests, and file-system
modifications. The dataset also included known malware and simulated
zero-day malware. We trained and tested four ML models—Logistic
Regression, Support Vector Machines, Random Forest, and Gradient
Boosting—to see how well they differentiated between safe and
malicious apps. With an AUC of 0.98 and an accuracy of 96.8%,
Gradient Boosting proved to be the most effective method in terms of
identifying zero-day threats, according to the experimental data. The
results show that to improve Android security, hybrid analysis and
sophisticated ensemble learning methods are needed.
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I.  INTRODUCTION

In a world where mobile technology is booming at an unprecedented rate, Android
smartphones have become necessary for a wide range of tasks, including communication,
banking, entertainment, and business management. With billions of devices running Android
in all sorts of economic and geographical situations, the platform has become a favorite target
for hackers due to its continued dominance of the worldwide mobile industry. Malicious
software that takes use of vulnerabilities that have not been discovered before or uses attack
vectors that have not been seen before is known as zero-day malware. This type of malware
is among the most advanced and deadly dangers that Android users face today. Due to
financial incentives and the increasing black market value of hidden vulnerabilities, the
number of zero-day malware assaults has increased significantly alongside the complexity of
cyber threats. Security researchers, developers, and end-users face a formidable obstacle in
this phenomenon: harmful apps are always finding new ways to circumvent detection

methods based on traditional signatures.

Zero-day malware thrives on Android's open-source architecture and flexible application
distribution mechanism, which allow for creativity, modification, and quick development.
Android facilitates the installation of applications from a variety of marketplaces, including
unapproved or third-party sources, in contrast to iOS's strictly controlled app distribution.
Malicious apps are more likely to infiltrate user devices due to this decentralization and the
relatively loose app vetting procedures in some marketplaces. Additionally, in order to evade
static analysis tools and conceal their harmful intents, attackers use techniques like code
obfuscation, dynamic payload loading, polymorphism, and privilege escalation. Developing
proactive detection measures is not only critical, but crucial, because zero-day malware might
remain unnoticed until after an attack has happened due to these developing approaches.
Successful zero-day exploitation has far-reaching consequences that impact both individual
privacy and global cybersecurity infrastructures. This is because Android devices continue to
integrate sensitive user data, such as personal identity information, digital wallets, banking

details, corporate credentials, and biometric markers.

Conventional malware detection techniques are mostly focused on signature-based

algorithms, which match known patterns of harmful code with those in the applications under
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scrutiny. Even though signature-based detection works well for known threats, it can't ward
off newly discovered or altered malware variants. This reactive technique is becoming less
successful due to the increasing complexity and quick development of malware families. By
definition, zero-day attacks take use of security flaws that neither vendors nor security
experts have seen before, thus there is no way to detect them. As a result, approaches
powered by behavior analysis, permissions, heuristics, hybrids, and machine learning are
becoming more fundamental to contemporary security research. Anomalies, suspicious
activity, or strange patterns that might be signs of zero-day threats can be identified using
these approaches. In particular, deep learning and machine learning have become potent
technologies that can generalize from malware's current traits to identify new or future
dangers. Even when malware displays previously unseen behaviors, intelligent models may
accurately distinguish between benign and dangerous apps by collecting information from

APIls, permissions, network traffic, control-flow graphs, or dynamic system calls.

On the other hand, identifying harmful activity while working effectively and efficiently in
mobile contexts is no easy task. When opposed to PCs or servers, Android smartphones
typically lack the resources necessary to run computationally intensive detection algorithms,
rendering their on-device deployment impracticable. In addition, cybercriminals are always
coming up with new ways to avoid detection. They use sophisticated evasion tactics
including sandbox detection, environmental fingerprinting, reflective loading, encrypted
payloads, and unpredictable execution pathways. Detection frameworks must be flexible,
scalable, lightweight, and able to adapt to new attack patterns in order to keep up with the
ever-changing adversaries. As a solution to these limitations, hybrid analysis has been more
popular. It mixes static and dynamic methodologies to provide more in-depth understanding
of application behavior while still being computationally feasible. Furthermore, new
detection frameworks based on federated learning and cloud computing have started to
appear, allowing for real-time malware recognition across dispersed devices and

collaborative threat intelligence, all without sacrificing user privacy.

The increasing reliance on Al by security researchers and attackers is another crucial aspect
of detecting zero-day malware. Although attackers have started using strategies like data
poisoning, adversarial assaults, and ML model exploitation to bypass or degrade detection
systems, machine learning-driven models greatly improve detection capabilities. This kind of

hostile software can change its code or behavior in a subtle way to trick classifiers, but it
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won't change its evil intentions. Strong, explicable, and adversarially resilient security
frameworks are essential in light of the current arms race between malware production and
detection technology. Deep neural networks, graph-based learning, anomaly detection
algorithms, ensemble models, reinforcement learning, natural language processing for code
analysis, and other methods are being explored more and more by security researchers in an
effort to develop intelligent systems capable of adjusting to the ever-changing behaviors of
malware. Decentralized detection models can now learn from patterns of attacks that occur in
real-time across devices all over the world, thanks to developments in federated threat
intelligence sharing.

Il.  REVIEW OF LITERATURE

Deldar, Fatemeh & Abadi, Mahdi. (2023) When no anti-malware program has ever seen it
before, it is known as zero-day malware. Because of its uniqueness and the absence of current
mitigation techniques, zero-day malware is difficult to identify and protect against. Deep
learning has recently surpassed all other branches of machine learning in terms of popularity
and impact across several research domains, including malware detection. Since zero-day
malware poses a serious risk to cybersecurity and company continuity, finding deep learning
approaches that can detect or categorize this type of malware is crucial. This thorough
evaluation, however, has not been carried out as of yet. The capacity of deep learning
methods to identify and categorize zero-day malware is the focus of this research. We
classify several deep malware detection and classification methods into four broad groups
based on our results: unsupervised, semi-supervised, few-shot, and adversarial resistant. This
taxonomy is based on our findings. We evaluate each method in each group according to a
number of criteria, such as the platform, detection or classification capabilities, authors' use
of zero-day evaluations, deep learning architecture, and feature encoding. Along with a
discussion of the evaluated articles' key features and difficulties, we offer a summary

assessment of them.

Kumar, Rajesh & Subbiah, Geetha. (2022) Vulnerabilities exist in software products from
every manufacturer and can pose a security risk. In order to take advantage of these security
holes, malware is commonly employed. The most cutting-edge malware detection techniques
use machine learning (ML). Minimizing both false negatives and false positives can improve

ML models' performance. This research demonstrates how lowering the misclassification rate
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improves the performance of boosting and bagging machine learning models. In order to
identify the most important features for any ML model prediction, it is helpful to look at the
features' Shapley values, which provide a realistic picture of the features' contribution
amounts. In order to find the most important characteristics for every given prediction made
by a trained ML model, we convert the Shapley values to a probability scale and then
compare them to the model's prediction value. A trained ML model's trend of top features
may be utilized to construct inductive rules based on its false positive and false negative
predictions. Here, we use the confusion matrix and accuracy metrics from three distinct
malware datasets collected at various times to find the top performing ML model for bagging
and boosting. Using waterfall charts based on the probability scale of features, the best
performing ML model is utilized to construct effective inductive rules. The successful
identification of false-negative zero-day malware is one way this work contributes to better

cyber security scenarios.

Alhaidari, Fahd et al., (2022) To combat the ever-increasing prevalence and terrifying effect
of zero-day malware, or undocumented harmful software, experts in the field have banded
together to develop detection tools. Developed Zero-Day malware has unique evasion
strategies to maintain stealth. Therefore, research on methods that may detect this type of
virus has to be conducted in advance. A number of methods have shown promise for making
these kinds of predictions, and the sandbox is a great place to try them out in safety. One of
these methods is machine learning (ML). For malware detection in a Cuckoo sandboxing
(CS) environment, we offer ML approaches after a comprehensive literature study. In order
to identify malware using static and dynamic analyzes, a new system called Zero-Day
Vigilante (ZeVigilante) has been suggested. Unlike previous research, we made use of
sufficient samples in both analyses and utilized appropriate datasets. The result is that several
machine learning classifiers, such as Random Forest (RF), Neural Networks (NN), Decision
Tree (DT), k-Nearest Neighbor (kNN), Naive Bayes (NB), and Support Vector Machine
(SVM), are trained and tested using the processed datasets. Both the static and dynamic

evaluations showed that RF had the highest accuracy, at 98.21% and 98.92%, respectively.

Dhalaria, Meghna &Gandotra, Ekta. (2020) Malicious apps aimed at the Android platform
have proliferated in tandem with the proliferation of mobile devices. Because malware is now
so meticulously constructed, it is nearly impossible to detect. Manual procedures are no

longer sufficient for malware detection because to the exponential growth in the volume of
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malware every day. Complex and advanced obfuscation techniques are now hallmarks of
modern malware. This means that static malware analysis cannot identify it on its own. While
dynamic malware analysis is useful for detecting evasion methods, it is both time-consuming
and unable to examine every possible execution route. Our proposed hybrid technique
combines elements from static and dynamic malware analysis to improve Android malware
detection and classification. A more effective analysis, detection, and classification of
Android malware may be achieved using this method. Building two datasets—one for binary
classification and one for multiclass (family) classification—using a strong collection of
characteristics from static and dynamic malware research is the focus of this work. To aid
researchers and developers of anti-malware programs in improving or creating new methods
and tools for identifying and categorizing Android malware, they are made publicly available
on GitHub and Kaggle. Using the data gathered from static and dynamic malware analysis,
several machine learning methods are used to identify and classify malware. According to the
results of the experiments, a hybrid strategy improves the detection and classification

accuracy of Android malware when compared to using static and dynamic data alone.

Vaishanav, Lokesh et al., (2017) Malware developers are increasingly focusing on the
Android platform due to its widespread use in e-banking, online banking, businesses, and the
storage of sensitive information on these devices, as well as its improved visualization
capabilities, computing competencies, and increased storage capacity. The most common
ways they propagate are through update assaults, drive-by downloads, repackaged programs,
and piggyback payloads. Malware poses a serious risk to users' privacy, finances, devices,
and the integrity of their files. Since current signature-based detection methods are becoming
ineffective in detecting new and anonymous malware, it is creating problems and challenges
to identify such threats. Consequently, we introduce machine learning as a new age of
improved and cutting-edge detecting methods. This article will discuss different machine
learning methods that have been developed to combat Android malware. These solutions
analyze characteristics of malicious apps and utilize those characteristics to identify and
categorize unknown dangerous apps. This article provides a concise overview of the
development of malware detection methods that utilize machine learning algorithms with an

emphasis on the Android operating system.
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I1l. RESEARCH METHODOLOGY

Dataset Construction

The study employs a dataset of 1,500 Android applications categorized into three groups: 750
benign applications, 450 recognized malware instances, and 300 zero-day malware instances.

These samples were chosen to show how mobile threats happen in the real world.

Static Feature Extraction

For the purpose of extracting structural and code-related indications, static analysis was
performed on each APK. Permission count, obfuscation score, developer reputation,
certificate validity, and the frequency of suspicious API calls were key characteristics. Before
the program is even launched, these qualities help detect traits often linked to harmful intent.

Dynamic Behavioral Feature Extraction

Each program was run in a safe sandbox environment to capture any harmful behaviors that
may occur during runtime. The following dynamic aspects were documented: spikes in CPU
utilization, outbound network connections, alterations to the file system, and efforts to
escalate permissions during runtime. Particularly with zero-day malware that uses stealthy
execution mechanisms, these patterns of activity show hidden activities that static analysis

could miss.

Data Preprocessing

For uniformity of size and meaning, all retrieved characteristics were normalized. Min-Max
scaling was used to standardize numerical data, and mean-value imputation was used to
address missing or incomplete information. So that we could evaluate the models objectively,

we divided the dataset in half, 80 percent for training and 20 percent for testing.

Model Training and Selection

Logistic Regression, Support Vector Machine with RBF kernel, Random Forest, and Gradient
Boosting were the four machine learning models chosen for the investigation. The static and
dynamic feature sets were used to train these models. In order to make the model more stable

and avoid overfitting, the hyperparameters were fine-tuned using cross-validation. A
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thorough evaluation of the detection performance of various learning algorithms was made
possible by this multi-model method.

Evaluation Metrics

Metrics such as accuracy, precision, recall, F1-score, and AUC were used to assess the
model's efficacy. These metrics made it easy to see how well each model classified known
malware, zero-day threats, and benign samples. Important metrics that showed how sensitive
the model was to identifying zero-day threats were recall and area under the curve (AUC).

IV.  RESULTS AND DISCUSSION

Table 1: Descriptive Statistics of Key Features

Feature Benign Known Malware | Zero-Day Malware
(Mean) (Mean) (Mean)

Permission Count 8.4 18.9 21.3

Suspicious API Calls 1.1 7.5 9.2

Obfuscation Score (0— |15 62 71

100)

Avg. System Call Burst 12 48 59

Network Outbound | 3 22 31

Requests

CPU Spike Ratio (%) 4.2 18.4 29.7
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Figure 1: Descriptive Statistics of Key Features

The descriptive statistics of important properties derived from zero-day malware, known
malware, and benign programs are shown in Table 1. The features of the three types of
malware show distinct structural and behavioral differences. The typical and non-intrusive
behavior of benign programs is shown by their continuously low numbers across all
indicators, such as permission count, suspicious API calls, network requests, and CPU
utilization. The numbers in permission use (18.9), obfuscation level (62), and system call
bursts (48) are much higher in known malware, suggesting that it is trying to access sensitive
resources and hide malicious code. Zero-day malware has the highest values for almost all
aspects. It has the greatest obfuscation score (71), the steepest CPU spike ratio (29.7%), and
the most frequent system call bursts (59). These improved data show how expertly zero-day

assaults are crafted to evade conventional detection methods.

Table 2: Model Performance Comparison

Page | 847



The Chitransh Academic & Research Volumel | Issuel | January 2025

Model Accuracy Precision Recall F1-Score AUC
Logistic Regression 82.4% 0.78 0.75 0.76 0.84
SVM (RBF Kernel) 89.7% 0.87 0.88 0.87 0.91
Random Forest 93.5% 0.92 0.93 0.92 0.95
Gradient Boosting 96.8% 0.97 0.96 0.96 0.98

In Table 2, we can see how well four different ML models identified safe applications,
common malware, and zero-day threats. Moving from more basic linear models to more
complex ensemble approaches yields noticeably better outcomes. Despite its lower precision
and recall numbers, Logistic Regression does a respectable job (82.4% accuracy) of capturing
complicated relationships in the data. Achieving an accuracy of 89.7 percent and displaying
improved generalization as seen by higher recall and AUC scores, the SVM with RBF kernel
considerably enhances performance. In order to achieve a detection accuracy of 93.5%,
Random Forest uses numerous decision trees to record interactions between varied features,
vastly improving detection capabilities. The Gradient Boosting model outperforms all others
with a remarkable 96.8% accuracy and an area under the curve (AUC) of 0.98, showing

remarkable capability to identify even zero-day malware that has never been seen before.
V. CONCLUSION

This study's results highlight the rising need for smart, multi-layered detection solutions to
protect the Android ecosystem from zero-day attacks and other forms of highly advanced
malware. Through the examination of a well-rounded dataset that includes both benign and
malicious programs, the research demonstrates how static features and dynamic execution
patterns may be used to identify harmful activity. When comparing the performance of
different machine learning models, it becomes clear that ensemble approaches, with Gradient
Boosting at the head of the pack, are the most effective and dependable way to detect assaults
that have never been seen before. Stronger, more proactive mobile security solutions may be
developed with the help of this work, which shows that combining several characteristics

with sophisticated learning algorithms greatly improves detection capabilities.
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